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Contexte

Dans le cadre d’agrandir son
rendement et sa superficie, la sociéte
Assurmer nous a demandé de mettre
en place une borne wifl permettant
de donner acces a internet a ses
employés et aux visiteurs des locaux.



Presentation de |la borne wifi

® La borne wifl qui doit etre mise en place
est une Cisco wap3/1.




Configuration de |la borne

Avant foute chose, Il faut savoir gue |'IP
de base de la borne est 192.168.1.245

Une fois cette IP rentrée sur une page
infernet, le login et le mot de passe sont
tres souvent « cisco » « CisSCo »



® De ce fait, une fois connecté vous aurez
cetfte page

@ WAP371 Wireless-AC/N Dual Rac X + } — a
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Log Out About Help

'::Il's‘él‘;' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup ... .

" Getting Started
Getting Started
Use the following links to quickly configure
& il setup

Run Setup Wizard Thank you for choosing Cisco Systems, Inc. This setup wizard will help you install your Cisco
> Client QoS . . y Systems, Inc Access Point
Configure Radio Settings

Access Point Setup Wiz

To setup this access point manually you can cancel this wizard at any time (Not recommended).

g Configure Wireless Network Setting

i
» Single Point Setup

» Captive Portal

Configure Single Point Setup
] Device Status
System Summary
Wireless Status Note: This Setup Wizard provides simplified options to help you quickly get your access point up
and running. If there is any option or capability that you do no unning the setup
izard, click the learning link provided on many of the setup wizard pages. To set further options
as you require or as seen in the learning link, cancel the setup wizard and go to the web-based
configuration utility. /
Other Resources: Support Forums
¥ Click Next to continue
Cancel
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® |l faudra donc définir I'IP qui nous

souhaitons, dans notfre cas il s'agit de
172.16.0.10 / 24

@ WAP371 Wireless-AC/N Dual Rac X +
€ > C O A Nonsécurisé | 192.168.1.245/admin.cgi?action=main e Y & o # 0O . :
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'Ic||ls'élc;' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup .

Run Setup Wizard Getting Started
» Status and Statistics
» Administrati
Use the following links to quickly configure

Access Point Setup Wizard

Initial Setup

Welcome
Run Setup Wizard Se eithe Static — 2 S
P Configuration Select either Dynamic or Static IP address for your device
Configure Radio Settings
m Configure Wireless Network Setting Dynamic IP Address (DHCP) (Recommended)
* Single Point Setup Gonfigure LAN Seftings tatic IP Address
hmCaciieRotal Static IP Address [ ‘ 16 ‘ 0

Configure Single Point Setup | 1-1
Subnet Mask [255 | [255
Device Status Default Gateway i
System Summary DNS ‘ —
Wireless Status Secondary DNS (optional) |
Other Resources: Support Forums
¥ Click Next to continue
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® Certaines options de la configuration

inifiale ne sont pas nécessaires.

@ WAP3T1 WirdlessAUNDualRa X
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thatlt: WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup iy

Getting Started

thede R Access Point Setup Wizard

& Initial Setup
Run Setup Wizard
Configure Rado Settings
Configure Wireiess Network Setting
Coniigure LAN Settigs
Configure Single Point Setup

Weicome

Configuration

Device Status

System Summary
Wreless Status.

@ WAP371 Wireless-AC/N DualRa: X <
Other Resources: Suppori | Forums
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" GettingStarted
Geing Started

*»_ Status and Statistics
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N Access Point Setup Wizard

. Initial Setup
Run Setup Wizard
Configure Radio Settings:
Configure Wireless Network Setting
Configure LAN Setings
Configure Single Point Setup

Welcome

Configuration
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Device Status

System Summary
Wireless Status

® Comme choisir
la langue

Other Resources: Support | Forums
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® Dans nofre cas, nous ne mettrons pas
encore de mot de passe pour pouvolr
nous connecter plus facillement a la
prochaine connexion.

@ WAP371 Wireless-AC/N Dual Rac X + — (m]
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'c'|s'cl<:' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup -

Run Setup Wizard Getting Started
» Status and Statistics

Use the following links to quickly configure o .
Access Point Setup Wizard

Wieless . Initial Setup
» System Security Confirm ( IEEE802.3at PSE or power adapter recommended ) s

5 Run Setup Wizard ts your access point from unauthorized access. For security
» Client QoS

Configure Radio Se If you enahb\ertzaiﬁt%{;rtar:;g v«:thhpioﬁch hsndvudm and if the radio point password from its default settings. Please write
> SNMP ke 2
Configure Wireless P e 80

Itis highly v
. Configure LAN Setti WAP device should either be powered by a Power Adapter or an
» Captive Portal . |EEE 802.3at Powe! urce Equipment E). If the required power racters composed of lower and upper case letters as well as
Configure Single Po by the WAP device exceeds the maximum power delivered by the

PSE, then the WAP device may reboot

> Single Point Setup

Device Status _—
OK
System Summary
Wireless Status
Password Strength Me Below Minimum

Password Complexity: Enable

Other Resources: Support Forums )

7 Click Next to continue
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Apres toutes ces actions, nous rentrerons
Ici dans la configuration du wifi en
2.4GHz et la 5GHz.

2.4GHz VS 5GHz

® 2.4GHz m5SGHz

———————————————— |
Interferences_




® Tout d'abord, nous commencerons par
I'acces wifi en 5 GHz = Nom

@ WAP371 Wireless-AC/N Dual Rar X + — (m]
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(cisco) Log Out About Help

"cll's'":lc;' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Getting Started

> Administration . .
Use the following links to quickly configure
& Initial Setup
» System Secul .
Run Setup Wizard Confi € The name of your wireless network, known as an SSID, identifies your network so that wireless

> Client QoS ) > oiigusation devices can find it

_ Configure Wireless Network Setting v IP Address Enter a name for your wireless network

> Single Point Setu|

g' B Configure LAN Settings v Single Point Setup
> Captive Portal Network Name (SSID) llot-4

Configure Single Point Setup ¢ Time Settings
- = For example: MyNetwork
Lol = v Device Passw
! il Device Status Device Password
S Radio 1 (5 GHz) p
Wireless Status
Other Resources: Support Forums
7 Click Next to continue
Next H Cancel
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® Tout d'abord, nous commencerons par
I'acces wifi en 5 GHz = Mots de passe

@ WAPI71 Wireless ACUNDualRs: X +
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thetlls WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

S———
» Status and Stabistics.
2 ot S

4 Initial Setup
Run Setup Wezard
Configure Radio Settings.
Configure Wireless Network Sefting
Configure LAN Sefings
Configure Singie Point Setup

Access Point Setup Wizard

Welcome

Configuration

Device Status

System Summary .
Wireless Status v ame Minimum

~ Click Next to continue
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Mol i | Access Point Setup Wizard

. Initial Setup

Configure Single Po

Device Status

System Summary
Wireless Status.

Other Resources: Support

~ Click Next to continue
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@ Tout d'abord, hous commencerons par
I'acces wifi en 5 GHz = Vlan Admin

@ WAP371 Wireless-AC/N Dual Rac X + = a
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"c||'s'élc;‘ WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Run Setup Wizard Getting Started
» Status and Statistics
> Administration

Use the following links to quickly configure - -
Access Point Setup Wiza

., Initial Setup

» System Security . Welcome
» Run Setup Wizard Confi i By default, the VLAN ID assigned to the management interface for your access point is 1, which
> Client QoS onngumuen is also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID

a ned to your wireless network, then thi less clie 1 d with this specific wireless
Configure Wireless Network Setting v IP Address etwork can administer this device. If needed, an access control list (ACL) can be created to
disable administration from wireless clients

Configure Radio Settings

» Single Point Setup
» Captive Portal

Configure LAN Settings v Single Point Setup

Configure Single Point Setup o e St Enter a VLAN ID for your wireless network:

Device Status v Device Password VLAN ID

Radio 1 (5 GH;
System Summa acio z)

Wireless Status v Network Name

Other Resources: Support | Forums

Click Next to continue

Cancel
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® Pour ensuite devoir configurer I'acces
witl en 2.4 GHz = Nom

@ WAP371 Wireless-AC/N Dual Rac X + = m]
€« 2> C 0O A Non sécurisé | 192.168.1.245/admin.cgi?action=main 2 Y & o * 0O ‘ :
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"cllls'élc;' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup .

Run Setup Wizard Getting Started
>
Use the following links to quickly configure

> LAN

_ Access Point Setup Wizard
& Initial Setup

» System Security

Welcome

Run Setup Wizard : ’ The name of your wireless network, known as an SSID, identifies your network so that wireless
> Client QoS . ’ Configuration devices can find it
Configure Radio Settings =

v IP Address Enter a name for your wireless network:

_m Configure Wireless Network Setting
> Single Point Setuj

gA B Configure LAN Settings v Single Point Setup

> Captive Portal Network Name (SSID)

Configure Single Point Setup v Time Settings
For example: MyNetwork
Device Status v Device Password
| Radio 1 (5 GH:

System Summary aciody z) T 0
Wireless Status v Network Name

v Wireless Security

v VLAN ID

Other Resources: Support Forums
Radio 2 (2.4 GHz)
Click Next to continue
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® Pour ensuite devoir configurer I'acces
wifi en 2.4 GHz = Mots de passe

@ WAP371 Wireless-AC/N Dual Rac X +

gi?action=main e % & o *» 0O ‘ :

A Non sécurisé | 192.168.1.245/admi
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::I|Isé|<; WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup -

Run Setup Wizard Getting Started

Use the following links to quickly configure - -
Access Point Setup Wizard

Initial Setup

Welcome

Run Setup Wizard Confi i The name of your wireless network, known as a ID, identifies your network so that wireless
> Client QoS . _ 3 onhguration devices can find it
pawe | e
_ Configure Wireless Network Setting WP pddiess
> Single Point Setu
= B Configure LAN Settings v Single Point Setup
» Captive Portal

Configure Single Point Setup Network Name (SSID): | llot-4 J
For example: My
L e Yevice SSW
| Device Status v Device Password
| Radio 1 (5 GH: .
System Summary adlo z)
Wireless Status v Network Name
v Wireless Security
v VLAN ID
Other Resources: Support | Forums
Radio 2 (2.4 GHz)
7 Click Next to continue
| Cancel
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® Pour ensuite devoir configurer I'acces
wifl en 2.4 GHz = Vlan Admin

@ WAP371 Wireless-AC/N Dual Rac X + \ =
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Run Setup Wizard Gettlng Started
> Status and Statistics

5 PE—
ddminisiration Use the following links to quickly configure

Access Point Setup Wiza

> Wireless Initial Setup

Radio 2 (2.4 GHz)

Run Setup Wizard ¥ Network Nane By default, the VLAN ID assigned to the management interface for your a tis 1, which
S I is also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID
o assigned to your wirel network, then the w ss clients ated with this specific
v Wireless Security network can administer this device. If needed, an access control list (ACL) can be created to
disable administration from wireless clients

» System Securif
> Client QoS
> SNMP

Configure Radio Settings
Configure Wireless Network Setting

> Single Point Setu
2 B Configure LAN Settings

» Captive Portal Enter a VLAN ID for your wireless network:

Configure Single Point Setup

Device Status VLAN ID

System Summary

Wireless Status

Other Resources: Support

Click Next to continue

Cancel
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Apres toutes ces actions, il nous sera
demandé si la borne doit créer une
page web de connexion, dans ce cas
nous mettrons « NON ».

@ WAP371 Wireless-AC/N Dual Rac X + a
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il \WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Run Setup Wizard Getting Started
Use the following links to quickly configure

. Initial Setup

Access Point Setu

Radio 2 (2.4 GHz)
T Run Setup Wizard A Use Captive Portal to set up a guest network, which means that wireless users need to be
Configure Radio Settings authenticated before they can access the Internet. For example, a hotel can create a guest
» SNMP  Wirele network to redirect ni eless users to a page for authentication
Configure Wireless Network Setting ek

»> Single Point Setuj you wan your guest network now?
Configure LAN Settings ¥ VLAN ID Do you want to create your guest network now
» Captive Portal

i Configure Single Point Setup

Captive Portal — Yo
® No, thanks
- Device Status
System Summary
Wireless Status
Other Resources: Support Forums
Click Next to continue

© 2014 Cisco Systems, Inc. All rights reserved.
LI SR E P & © @ =

12:04
A 8 X =
Lo 25/01/2023 2




® Pour finir, a la fin de la configuration, il
nous sera montré les parametres du 5
GHz et du 2.4 GHz.

@ WAP371 Wireless-AC/N Dual Rac X + N == ]
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il \WAP371 Wireless-AC/N Dual Radio Access Point with Single PontSetup. s s

Run Setup Wizard Getting Started
5 PE——
Use the following links to quickly configure
. Initial Setup .
TR Radio 2 (2.4 GHz)

Run Setup Wizard e T tollowing A s
P  Network Name Please review El?e following settings and ensure the data is correct
Radio 1 (5 GHz)

TR -
> SNMP Wireless Security SilGHE
Gonfigure Wireless Network Setting v Wireless Security Network Name (SSID): llot-4
» Single Point Setup . Network Security Type:plain-text
Configure LAN Settings v VLAN ID

» Captive Portal Security Key:

Configure Single Point Setup Captive Portal VLAN|
2.4 GHz)
: v Creation
| Device Status Network Name (SSID):llot-4
‘ Network Name Network Security Type:plain-text
System Summary .
Wialessisa " Security Key:
Wireless Status Wireless Security SRR
VLAN ID
Note: Radio1 and Rad will be enabled after clicking Submit
Redirect URL
Other Resources: Support Forums
Click Submit to enable settings on your Cisco Systems, Inc Access Point
Back Submit ‘ Cancel |
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® Apres avoir appuye sur « suivant » a la page
orecédente, il nous sera indigué que la borne
wifi cisco changera d'adresse ip. Cela signifie
qu'a la prochaine connexion, il faudra rentrer
172.16.0.10 dans notre page web.
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B % @ o » 0@ :

: Applications » [ M Tavaile M VideoMusique M Jeux [ Animé [ Films 4\ adrienmonnier-G.. [ Papa A Limpact de l'inform.. Limpactde lévolut.. @ unknownpng (1252.. [l Code § Flashback FA

€ > C O A Nonsécurisé | 192.168.1.245/admin.c

(cisco) LogOut About Help

il WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

| Getting Started
Getting Started

kmfiiinisication, Use the following links to quickly configure o 2
» LAN Access Point Setup Wizard

', Initial Setup
» System Security
» Client QoS

Run Setup Wizard ensure the data is correct
Configure Radio Se
Configure Wireless

ke Si00IE RO SEI Configure LAN Seti

» Captive Portal
Configure Single Pg
3 v Creation - .
Device Status Network Name (SSID):llot-4
Network Name Network Security Type:plain-text
2 Security Key:
Wireless Status Wirel VLAN ID.

System Summary

VLAN ID
Note: Radio1 and Radi enabled after clicking Submit

Redirect URL
Other Resources: Support Forums

Click Submit to enable settings on your Cisco Systems, Inc Access Point

[ Back || submit |[ cancel

v
g
&
8
2
7
51

© 2014 Cisco Systems, Inc. All rights reserved.
T P D @B E P ® o©® G m

JE— pd

1204
A x
@ D& 25/01/2023




